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It is a great pleasure for me to contribute to this discussion on such an urgent and critically important topic. The use of spyware has a far-reaching impact restricting and posing chilling effects on the exercise of freedom of expression. This is especially true in the journalistic context, where hacking leads to damaging one of the cornerstones of the freedom of press, protection of journalistic sources. 
Astghik Bedevyan, a female journalist from the Radio Free Europe, was among 12 other victims of the recent state-sponsored hacking through Pegasus. In her 19-year work experience at RFE this was the first incident. During that period, she has been actively covering the escalation of hostilities and related political developments since September 2020, when Azerbaijan launched a large-scale military attack on Nagorno-Karabagh and Armenia. This situation is further amplified by the recent military action carried out by Azerbaijani forces in September 2023, which caused over 100,000 Armenians to flee their homeland.
This spying incident had multilayer consequences on both Astghik Bedevyan’s professional and personal life. 
Professional impact 
When speaking about the impact on her professional work, it should be noted that hacking has compromised her ability to protect confidential sources, potentially deterring individuals from sharing sensitive information crucial to her reporting. It has also created an atmosphere of fear and uncertainty, impacting her journalistic independence and freedom. 

Ms Bedevyan’s electronic device was infected twice: first time it was in May 2021 and second time it was in July 2023, when she received the Apple alert messages warning that her device was “compromised by a state sponsored attacker.” 
Ms Bedevyan had a reasonable belief that she was targeted for surveillance by Azerbaijani state authorities as a result of her professional work, her political connections and journalistic sources. “Can you imagine that all my information sources, who trusted me, now they know that I am under surveillance by Azerbaijani state authorities. It is a matter of losing trust”, says Ms. Bedevyan. 
To note, almost all of the Armenian victims of hacking, the former Human Rights Defender of the Armenia, two radio Free Europe Armenian Service journalists, a a former spokesperson of Armenia’s Foreign Ministry, and seven other representatives of Armenian civil society, were actively working in connection with the Nagorno-Karabagh conflict, whether in the media or in international organizations. This was the first documented evidence of the use of Pegasus spyware in an international war context.

Cybercrime experts in Armenia noted that the spyware “was likely installed on the orders of the Azerbaijani government”. Access Now, the prominent human rights tech NGO agreed with this analysis, noting that “the likely suspect is Azerbaijan,” because of its history with Pegasus and its close ties to Israel. According to Citizen Lab[footnoteRef:1] there are at least two suspected Pegasus operators in Azerbaijan who have targeted individuals within the country as well as abroad. [1:  Citizen Lab, Armenia Azerbaijan conflict – Pegasus Infections (technical brief 1), 25 May 2023, available at https://citizenlab.ca/2023/05/cr1-armenia-pegasus/] 


Personal impact 
When a mobile device is infected by Pegasus spyware, every aspect of the private life of the owner and user of the device is compromised. The result is the destruction of the individual’s right to respect for private and family life. On a personal level, the hacking of Ms. Bedevyan’s device had a serious impact on her, as her device contained personal information, including about her children. She speaks about the caused moral damages. “I am constantly under stress. It requires serious skills from me to overcome myself and not get too upset and to live as usual. I am afraid that I am putting my surrounding people under target”.
Lack of available remedies 

The primary question that arises is whether there are adequate remedies in place. Ensuring sufficient reparation is essential, as it not only acknowledges the victim’s suffering but also seeks to restore their rights and provide justice. 

In Ms. Bedevyan case it was impossible to seek legal remedies from Azerbaijani courts because of hostilities and complete lack of access to judiciary and legal processes for an Armenian citizen. Furthermore, the Azerbaijani government has not and would not investigate the surveillance of Ms Bedevyan’s device. This is consistent with its previous failures to conduct effective investigations into the targeting of phones of Azerbaijani journalists and human rights defenders with Pegasus spyware. Numerous journalists whose phones have been infected with the spyware have brought complaints to the attention of Azerbaijani authorities and courts over the course of the past two years. However, state authorities have refused to carry out any meaningful investigation into these substantiated claims, because it was the state authorities that carried out the hacking of the electronic devices.[footnoteRef:2]   [2:  Media Defence represents fifteen Azerbaijani journalists who had their phones infected with Pegasus spyware and have taken cases to this Court against Azerbaijan: Sevinj Abbasova (App No. 45885/22), Aynur Ganbarova (App No. 45877/22), Gular Mehdizade (App No. 46268/22), Natiq Javadli (App No. 46277/22), Shahvalad Namazov (App No. 15231/23), Parviz Hashimli (application filed to this Court on 30 May 2023), Aytan Mammadova (application filed to this Court on 2 June 2023), Fizza Heydarova (App No. 32771/23), Elnur Kosayev (App No. 33953/23); Rovshan Hajiyev (application filed to this Court on 1 September 2023); Islam Shikhalizade (App No. 33820/23); Khalig Hajiyev (application filed to this Court on 4 September 2023); Fatima Movlamova (application filed to this Court on X October 2023); Fargana Novruzova (application filed to this Court on X October 2023) and Ulvi Hasanov (application filed to this Court on X October 2023). ] 

Thus, there are no effective remedies available in Azerbaijan for Armenian journalist to exhaust. 

I had the privilege of assisting Media Defense’s professional team in bringing Ms. Bedevyan’s case before the European Court of Human Rights (ECtHR) last November to challenge violations of fundamental rights of privacy and freedom of expression affecting journalists.

No actual consequences for the perpetrators 
Those responsible for illegal surveillance have faced no negative consequences so far. To this day, precedents and initiatives have not led to any consequences or accountability for either the Azerbaijani government or NSO Group, the Israeli company behind the Pegasus spyware. The issue was widely raised, discussed, and documented, but that was the end. 

Actions for civil society to protect its members and democracies 
I believe civil society must take actions in the following directions: 
· Conduct aggressive oversight - The civil society must continue its scrutiny and oversight to signal and alert on each case of illegal usage of spyware. Continue the excellent work of Amnesty International, Accessnow, CitizenLab and Cyberhub and other dedicated experts. 
· Conduct regular analysis of the situation and ensure an assessment of the companies that are active on the spyware market. 
· Initiate numerous and consistent appeal precedents -Civil society may launch lawsuits in the national and international courts to file against states and spyware production companies to recognize the violation of human rights and demand appropriate remedies. Moreover, data protection authorities with their strong powers as well as the European Data Protection Board, the European Data Protection Supervisor should be widely engaged in the appeal processes as spying greatly affects the data protection rights of citizens. 
· Push governments to adopt strict regulations and laws limiting trade with spyware companies and/or impose temporary halt on spying technologies, pending the establishment of "a proper human rights regulatory framework in place that protects human rights defenders and civil society from the misuse of these tools. Civil society may push the states to adopt strict regulations prohibiting the acquisition of commercial spyware by the state bodies. 
· And finally, international organizations must take an action, moving beyond declarative statements to implement concrete enforcement measures maximizing their efforts in enforcing all legally possible instruments. Criminal investigations should be launched widely against those governments which are under suspicion of unlawful use of intrusive surveillance. Without effective and meaningful enforcement, the laws will remain as paper tigers creating ample room for the illegitimate use of spyware. 
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